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Unfortunately, many device drivers for wireless 802.11 NICs don&€™t provide the hooks to capture/copy
received 802.11 frames for use in Wireshark (see Figure 1 in Lab 1 for an overview of packet capture). Thus,
in this lab, we&€™I| provide a trace of captured 802.11 frames for you to analyze and assume in the
guestions below that you are
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IEEE 802.3 Wireshark Lab: 802.11 v6.0 In this lab, wed€™Il investigate the 802.11 wireless network protocol.
Before beginning this lab, you might want to re-read Section 6.3 in the textl. Since wea€™Il be delving a bit
deeper into 802.11 than is covered in the text, you might want to check out &€ceA Technical Tutorial ona€}
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BSS are three addresses used in an 802.11 frame. For a detailed discussion of the 802.11 frame structure,
see section 7 in the IEEE 802.11 standards document (cited
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1 Lab Exercise &€" 802.11 Objective To explore the physical layer, link layer, and management functions of
802.11. IEEE 802.11 is a set of media access control (MAC) and physical layer (PHY) specifications for
implementing wireless local ar-

Lab Exercise 802 - kevincurran.org

Wireshark Lab #1 802.11 1.4.4.13 The host receives acknowledgement frames from linksys_ses 24806, but
is not given authentication at any point in time. No authentication frame is sent from linksys_ses 24806 to the
host.
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